
Website Security Test of djs-place.freemyip.com

Free online tool to test website securityGDPR & PCI DSS Test Website CMS Security Test
CSP & HTTP Headers Check WordPress & Drupal Scanning 180,542,903 websites tested for security

https://djs-place.freemyip.com/ 210 tests
running 39,532 tests

in 24 hours

Summary of djs-place.freemyip.com [Desktop version] Website Security Test
djs-place.freemyip.com was tested 2 times during the last 12 months.

Tested on: Aug 6th, 2025 01:19:39 GMT-4

Server IP: 71.168.136.174

Reverse DNS: pool-71-168-136-174.cmdnnj.�os
.verizon.net

Location: Bridgeton 

Client: Desktop version

Your �nal score:

Software
Security Test

NO ISSUES FOUND

Compliance
Test

NO ISSUES FOUND

Compliance
Test

1 ISSUE FOUND

Content
Security Policy Test

MISSING

Headers
Security Test

NO ISSUES FOUND

The website has at least one folder with enabled directory listing, putting its content at risk. Miscon�guration or weakness

DNSSEC (Domain Name System Security Extensions) is a security protocol that protects against DNS spoo�ng by ensuring the
authenticity and integrity of DNS data.

Domain djs-place.freemyip.com has 1 unsigned  DNS record of A type:

Type Domain name IP Address

A djs-place.freemyip.com 71.168.136.174

For comprehensive subdomain detection, use our ImmuniWeb Discovery product. Information

Hostname Protocol/Port Certi�cate(s) Tested on Compliances Grade

freemyip.com HTTP / 80 Not tested yet Not tested yet — —

freemyip.com HTTPS / 443 The RSA certi�cate is valid till Sep 14th 2025 Nov 4th, 2024 07:09:42 GMT-5 — F

HTTP RESPONSE

200

HTTP VERSIONS

HTTP/1.0 HTTP/1.1 HTTP/2

NPN

N/A

ALPN

H2

CONTENT ENCODING

None

SERVER SIGNATURE

Apache

WAF

No WAF detected

LOCATION

Verizon Business

HTTP METHODS ENABLED

✔  GET ✔  POST ✔  HEAD

DIRECTORY LISTING ENABLED

The website has at least one folder with enabled directory listing: https://djs-place.freemyip.com/assets/web/assets/cookies-alert-
plugin/.

Fingerprinted CMS & Vulnerabilities

No CMS were �ngerprinted on the website. Information

Fingerprinted CMS Components & Vulnerabilities

No components were �ngerprinted on the website. Information

If the website processes or stores personal data of the EU residents, the following requirements of EU GDPR may apply:

PRIVACY POLICY

Privacy Policy was found on the website. Good con�guration

WEBSITE SECURITY

Website CMS and its components could not have been reliably �ngerprinted. Ensure that they are
up2date.

Information

TLS ENCRYPTION

HTTPS encryption is present on the web server. Good con�guration

COOKIE PROTECTION

No cookies with personal or tracking information seem to be sent. Information

COOKIE DISCLAIMER

No third-party cookies or cookies with tracking information seem to be sent. Information

If the website falls into a CDE (Cardholder Data Environment) scope, the following Requirements of PCI DSS may apply:

REQUIREMENT 6.3

No publicly known vulnerabilities seem to be present in the �ngerprinted versions of the website CMS
and its components.

Good con�guration

REQUIREMENT 6.4

No WAF was detected on the website. Implement a WAF to protect the website against common web
attacks.

Miscon�guration or weakness

Some HTTP headers related to security and privacy are missing or miscon�gured. Miscon�guration or weakness

MISSING OPTIONAL HTTP HEADERS

Access-Control-Allow-Origin

SERVER

Web server does not disclose its version. Good con�guration

Server

Server: Apache

STRICT-TRANSPORT-SECURITY (HSTS)

The header is properly set. Good con�guration

Strict-Transport-Security

Strict-Transport-Security: max-age=63072000;includeSubDomains;preload

Directives

Name Description Alerts

max-age Sets the time browsers must enforce the use of HTTPS to browse the website. No problems found

X-FRAME-OPTIONS

The header is properly set. Good con�guration

X-Frame-Options

X-Frame-Options: SAMEORIGIN

X-CONTENT-TYPE-OPTIONS

The header is properly set. Good con�guration

X-Content-Type-Options

X-Content-Type-Options: nosniff

PERMISSIONS-POLICY

The header is properly set. Good con�guration

Permissions-Policy

Permissions-Policy: geolocation = () , midi = () , sync-xhr = () , microphone = () , camera = () , magnetometer = () , gyroscope = () , fullscreen =

( self ), payment = ()

REFERRER-POLICY

The header is properly set. Good con�guration

Referrer-Policy

Referrer-Policy: same-origin

CROSS-ORIGIN-OPENER-POLICY (COOP)

The header is properly set. Good con�guration

Cross-Origin-Opener-Policy

Cross-Origin-Opener-Policy: same-origin

No cookies were sent by the web application. Good con�guration

No External Content appears to be loaded by the website. Information

Get remediation advice and ensure compliance with ImmuniWeb AI Platform:
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Cookies Privacy and Security Analysis of djs-place.freemyip.com

External Content Privacy and Security Analysis

Need More? Upgrade to ImmuniWeb® AI Platform

Why Choosing ImmuniWeb® AI Platform
Feel the difference. Get the results.

Reduce Complexity
All-in-one platform for 20

synergized use cases

LEARN MORE

Optimize Costs
All-in-one model & AI automation

reduce costs by up to 90%

LEARN MORE

Validate Compliance
Letter of conformity from law �rm

con�rming your compliance

LEARN MORE

The award-winning ImmuniWeb® AI Platform helps over 1,000 companies from over 50 countries to test,
secure and protect their web and mobile applications, APIs and microservices, cloud and networks, to
prevent data breaches and reduce third-party risk, and to comply with regulatory requirements.

Join our 58,969 subscribers:

+41 22 560 6800

sales@immuniweb.com

Quai de l’Ile 13
Geneva, CH-1204

Switzerland

+44 20 4534 7678

sales@immuniweb.com

4/4a Bloomsbury Square
Greater London WC1A 2RP

United Kingdom

+1 720 605 9147

sales@immuniweb.com

1500 K Street, 2nd Floor
Washington, D.C. 20005

United States

+971 04 291 2320

sales@immuniweb.com

8th Floor, Sheikh Rashid Tower
DWTC, Sheikh Zayed Rd, Dubai

United Arab Emirates
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API Penetration Testing

API Security Scanning

Attack Surface Management

Cloud Penetration Testing

Cloud Security Posture Management

Continuous Automated Red Teaming

Continuous Breach & Attack Simulation

Continuous Penetration Testing

Continuous Threat Exposure Management

Cyber Threat Intelligence

Dark Web Monitoring

Mobile Penetration Testing

Mobile Security Scanning

Network Security Assessment

Penetration Testing-as-a-Service

Phishing Websites Takedown

Third-Party Risk Management

Threat-Led Penetration Testing

Web Penetration Testing

Web Security Scanning

ImmuniWeb® AI Platform

ImmuniWeb® Discovery

ImmuniWeb® Neuron

ImmuniWeb® Neuron Mobile

ImmuniWeb® On-Demand

ImmuniWeb® MobileSuite

ImmuniWeb® Continuous

Customer Success

Integrations

Email Security Test

Website Security Test

Website Privacy Test

SSL Security Test

Mobile App Security Test

Dark Web Exposure Test

Cloud Security Test

Partner Program

Partner Directory

Partner Portal

Cybersecurity Webinars

Cybercrime Investigations Weekly

Application Penetration Testing

Automated Penetration Testing

Attack Surface Management

Dark Web Monitoring

Ecommerce Security

CWE Knowledge Base

Security Advisories

Broken Access Control

Cryptographic Failures

Injection

Insecure Design

Security Miscon�guration

Vulnerable and Outdated Components

Identi�cation and Authentication Failures

Software and Data Integrity Failures

Security Logging and Monitoring Failures

Server-Side Request Forgery

EU & UK GDPR

Singapore PDPA

Hong Kong PDPO
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HIPAA / HITECH
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Use Cases

Community Edition FreeFree

Partners

Resources
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Compliance Services
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Security Test

Dark Web
Exposure Test

SSL
Security Test

Community Edition 416,460,244 901,370 147,113Total Tests: This Week: Today:
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